Data Security Practices.
Objectives.
By the end of this  lesson,the learner should be able to;
1. Define data security practice
2. Explain data security practices
Definition of data security practices.
Data security practices are measures taken to protect information from unauthorized access,disclosure,alteration or destruction ensuring the confidentiality,integrity and availability of information.
Key data security practices.
Use Strong and Unique Passwords
Strong passwords are one of the most essential defenses against unauthorized access.Weak passwords, such as “123456” or “password,” are easily guessed or cracked by attackers. Experts recommend using passwords that are at least twelve characters long and include a mix of uppercase and lowercase letters, numbers, and symbols. Each account should have a unique password to prevent attackers from accessing multiple accounts if one password is compromised. Using a password manager can help generate and store strong passwords securely. Following these practices significantly reduces the risk of unauthorized access 
 Enable Two‑Factor Authentication (2FA)
Two factor authentication provides an additional layer of security beyond just a password. With 2FA, a user must provide something they know, such as a password, and something they have or receive, such as a code from a phone app or hardware key. This ensures that even if an attacker steals a password, they cannot access the account without the second factor. Authenticator apps and hardware keys are generally more secure than SMS codes, which can be intercepted 
Enabling 2FA is one of the most effective ways to protect personal and professional accounts from compromise.
Regular Data Backups
According to FangWallet,2025,data backups are critical to ensure that information is not permanently lost due to system crashes, device failures, or malware attacks such as ransomware. Backups can be stored on external drives, such as USB hard drives, or on secure cloud storage platforms. It is important to verify backups regularly to ensure that data can be successfully restored when needed. Regularly performing and maintaining backups protects valuable information and supports business continuity
Be Aware of Phishing Attacks
Phishing is a common method used by cybercriminals to trick individuals into revealing sensitive information, such as passwords or financial data.These attacks often involve fake emails or messages that appear to come from legitimate organizations like banks or service providers. Common warning signs include suspicious email addresses,urgent requests for personal information or unknown links and attachments.
To avoid falling victim to phishing,it is crucial to verify the sender and avoid clicking on unverified links or downloading unexpected files Awareness and caution are the best defenses against phishing.
Keep software up to date
Software updates frequently include security patches that fix vulnerabilities that attackers might exploit. Neglecting updates leaves systems exposed to malware and cyberattacks. Users should regularly update their operating systems, applications, and antivirus software to maintain security. Enabling automatic updates ensures that critical security fixes are applied promptly, reducing the risk of exploitation by cybercriminals. 
Keeping all software current is a simple yet highly effective measure to protect data integrity and system security.
Summary
Protecting your information doesn’t have to be complicated it is just a matter of using strong passwords that are different for each account,turning on two step verification so that your accounts stay safe even if a password is stolen,backing up your files regularly so you don’t lose them,being careful with emails or messages that seem suspicious because they might be phishing scams and always update your apps and software to stay protected from hackers by adhering to these small practices then our data will be safe.
Assignments
1.Outline reasons as to why we secure data
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